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HIPAA Security Rules and Portability Regulations
Attached is a checklist summarizing actions required to be taken by group health plans as a result of the final HIPAA security and portability rules and regulations. The final HIPAA security rules are generally effective on April 21, 2005, for group health plans having at least $5 million in receipts, and on April 21, 2006 for group health plans having less than $5 million in receipts. The final HIPAA Portability regulations are effective for plan years beginning on and after July 1, 2005.
The checklist also summarizes additional proposed HIPAA portability regulations. No action is required to be taken at this time with respect to these proposed changes.

If you have any questions, or if we can assist you with any aspect of HIPAA compliance, please call Lisa Womack, of our Benefits and Compensation Group. 

Attachment

Action Items for Group Health Plans – Final HIPAA Security and Portability Rules


HIPAA Security – Final Regulations

Effective Date: April 21, 2005 for large group health plans (i.e., $5m or more in receipts); April 21, 2006 for small group health plans (i.e., less than $5m in receipts).

Note: Self-administered plans with less than 50 participants are exempt from these rules.

Action Items

Identify Electronic PHI

· Identify how protected health information (“PHI”) is created, received, maintained and transmitted by the health plan.

· If any electronic PHI (“ePHI”), must comply with rules.

· ePHI is PHI in electronic media, which includes storage media such as hard drives and disks and the transmission of media such as via the Internet, extranets, leased lines, dial-up lines and private networks.

· Telephone voice response systems and faxback systems are considered electronic media.

· Paper-to-paper faxes, video conferencing and messages left on voice mail are not considered electronic media.

· Rules apply even if all storage is internal (i.e., within plan sponsor’s organization).

· If no ePHI, no need to comply.

Implement Safeguards (see attached HIPAA SECURITY SAFEGUARDS)

· Three main safeguards: Administrative, Physical, and Technical.

· Each safeguard has specific standards that must be met.

· For each standard, there are implementation specifications (“IS”).

· Required IS must be implemented.

· Addressable IS must be analyzed (see below).

Analyze Addressable Implementation Specifications (“AIS”)

· Analyze each AIS to determine whether it is reasonable and appropriate to implement the AIS to meet the standard and to safeguard ePHI.

· Considerations include the size, complexity and capabilities of the covered entity; the covered entity’s technical infrastructure, hardware and software capabilities; cost of security measures; security measures already in place; potential risk to ePHI if not implemented; potential likelihood of protecting ePHI if implemented; and available alternative methods to safeguard ePHI.

· If AIS is reasonable and appropriate, implement it.

· If AIS is not reasonable and appropriate (or not applicable) determine if:

· The standard can be met by an alternative safeguard, or

· No alternative is necessary to meet the standard.

· All decisions (including rationale, any alternative implemented, and how the standard is being met) must be documented in writing.
Ensure Adequate Documentation

· Documentation of policies and procedures enacted to implement the standards for each safeguard.

· Periodic review also required to ensure that policies and procedures continue to provide reasonable and appropriate protection of ePHI.

· Update business associate contract

· If business associate creates, receives, maintains or transmits ePHI, the business associate contract must be updated to include language such as the following:

· Effective April 21, 2005 [or 2006 if small plan], Business Associate agrees to:

· Implement administrative, physical and technical safeguards that reasonably and appropriately protect the confidentiality, integrity and availability of electronic PHI that it creates, receives, maintains, or transmits on behalf of Covered Entity;

· Ensure that any agent, including a subcontractor, to whom it provides electronic PHI agrees to implement reasonable and appropriate security measures to protect electronic PHI; and

· Report to the Covered Entity any security incidents of which it becomes aware concerning electronic PHI.

· The agreement also must be updated to enable termination if the Covered Entity determines that the business associate has violated a material term of the security provisions.

· Update plan document

· Plan document must include language such as the following:

· Effective April 21, 2005 [or 2006 for small plans], the Plan Sponsor will:

· Implement administrative, physical and technical safeguards that reasonably and appropriately protect the confidentiality, integrity and availability of electronic PHI that it creates, receives, maintains, or transmits on behalf of the Plan;

· Ensure that the adequate separation between the Plan and the Plan Sponsor with respect to electronic PHI is supported by reasonable and appropriate security measures;

· Ensure that any agent, including a subcontractor, to whom it provided electronic PHI agrees to implement reasonable and appropriate security measures to protect electronic PHI; and

· Report to the Plan any security incident of which it becomes aware concerning electronic PHI.

· Document retention/availability

· Records must be maintained for six years from the date the record is created or the date when it was last in effect.

· Records must be made available to persons responsible for implementing the procedures.

HIPAA Portability – Final Regulations

Effective Date: The first day of plan year beginning on or after July 1, 2005.

Action Items: The final regulations are substantially the same as the interim regulations, but the following actions should be taken due to minor changes and clarifications in the final regulations.
Special Enrollment

· Review and update special enrollment procedures to ensure:

· Individual who declines coverage due to other coverage at either initial enrollment or any subsequent open enrollment has special enrollment if that other coverage is lost.

· Individual who reaches lifetime max under other coverage has special enrollment.

· Right to request starts with date claim in excess of lifetime max is incurred.

· Special enrollment period does not end until 30 days after earliest date claim denied due to lifetime max.

Note: This will result in a special enrollment period of more than 30 days.

· Individual who losses HMO coverage (due to being out of area) and has no other coverage option under plan offering HMO coverage is entitled to special enrollment.

· If special enrollment due to new dependent or due to dependent’s other coverage ending, parent (who may already be enrolled in a benefit option) can switch to other offered option with enrollment of dependent.

· Example: Plan offers HMO and PPO.  Employee enrolls in PPO.  Special enrollment occurs because dependent loses other coverage.  Employee can drop employee only PPO and add employee plus dependent HMO.

· If retirees covered under plan covering active employees, dependents of retirees entitled to same special enrollment rights as active employee’s dependents.

Notice of Pre-Existing Condition Limits

· Review and update existing notice

· Sample language provided (see attached MODEL PRE-EXISTING CONDITION STATEMENT)

· Ensure distribution occurs:

· With written enrollment materials, or

· By earliest date reasonably possible after request for enrollment (if no written enrollment materials).

Procedures for Applying Credible Coverage

· Review procedures to ensure:

· Time limit not imposed on providing certificate (or evidence) of credible coverage; and

· Credit given for coverage under:

· State Children’s Health Insurance Program,

· A public health plan (i.e., a health plan, whether or not insured, of a State, U.S. government, foreign country or any subdivision of any), or

· A health plan under which coverage still exists

Certificates of Credible Coverage

· Review and update existing certificate

· Model certificate provided (see attached MODEL CERTIFICATE OF GROUP HEALTH PLAN COVERAGE)

· Can provide one certificate for employee and dependents if:

· Info is the same, or

· If info different, the certificate contains all info.

· Review and update procedures

· Procedure for participant’s (or former participant’s) to request and receive a certificate of coverage must be in writing.

HIPAA Portability – Proposed Regulations

Summary of Proposed Changes: No action is necessary unless and until these regulations are finalized.

Determining Break in Coverage for Pre-Existing Condition Limit

· If a certificate of coverage is provided by the former plan after coverage ends, in determining the length of the break in coverage, the time period before the earlier of the following cannot be counted:

· The date the certificate is provided, or

· 44 days after coverage ends.

· If coverage ends during an FMLA leave, in determining the length of the break in coverage, the time period before the date FMLA leave ends will not be counted.

· Same rule (described above) regarding certificates applies. However, since certificates are required to be provided on the date coverage ends (even if coverage ends before the leave ends), certificates will generally be provided before FMLA leave ends if the coverage ends during the FMLA leave.

· There is a corresponding proposed change to the model certificate.

Determining Special Enrollment Period

· If special enrollment is due to a loss of coverage, the special enrollment period cannot end sooner than 30 days after the later of:

· The date coverage ends, or

· The date the certificate of credible coverage is provided (or, if earlier, 44 days after coverage ends).

· If special enrollment is due to reaching a lifetime maximum on benefits, the special enrollment period cannot end sooner than 30 days after the later of:

· The first denial of a claim due to the lifetime max, or

· The date the certificate of credible coverage is provided (or, if earlier, 44 days after the first claim denial).

· If special enrollment is due to a loss of coverage while on FMLA leave and the individual does not return to work for the employer providing FMLA leave, the special enrollment period cannot end sooner than 30 days after the later of:

· The date FMLA leave ends (even if coverage ends sooner), or

· The date the certificate of credible coverage is provided (or, if earlier, 44 days after the date FMLA leave ends).

Verbal Requests for Special Enrollment

· Plan must accept a verbal request made to:

· Plan administrator (and/or claims administrator),

· Insurer, or

· Any other designated representative of the Plan.

· Plan can require written enrollment after the request is made.

· Can only require same info required of newly eligible enrollees, plus info regarding the event giving rise to special enrollment.

· May establish a deadline by which written enrollment must occur after the 30 day special enrollment period ends.

· Deadline must be reasonable.

· Must permit enrollment if materials are substantially completed.

· Must extend deadline to provide info that enrollee is making reasonable efforts to obtain.

· Effective date of enrollment must be no later than the first day of the month following:

· Receipt of substantially completed enrollment forms if written enrollment is required, or

· The special enrollment request (whether verbal or written) if no written enrollment is required.

Note: Effective date for new dependents is still retroactive to birth, adoption or placement for adoption, regardless of whether written enrollment is required.

HIPAA SECURITY SAFEGUARDS

Administrative Safeguards

Standard: Security Management Process (i.e., procedures to prevent, detect, and correct security violations)

· Risk Analysis (Required Implementation Specification or “RIS”)

· Assess confidentiality, integrity and availability of protected health information stored or transmitted in electronic form (“ePHI”) to identify risks to and vulnerabilities of ePHI

· Risk Management (RIS)

· Implement security measures sufficient to reduce risks and vulnerabilities to a reasonable and appropriate level

· Security measures must remain current and must be periodically reassessed and updated as needed

· Sanction Policy (RIS)

· Apply appropriate sanctions against employees who fail to comply with security policies and procedures

· Information Systems Activity Review (RIS)

· Establish procedures to regularly review records of information system activity, such as audit logs, access reports, and security incident tracking reports

Standard: Assigned Security Responsibility (i.e., designation of responsible party)

· Designate Security Officer (RIS)

· Designate a security officer who will be responsible for the development and implementation of security policies and procedures 

Standard: Workforce Security (i.e., ensure oversight of and management of employee access to PHI)

· Authorization and/or Supervision (Addressable Implementation Standard or “AIS”)

· Determine if procedures are needed to ensure that employees accessing ePHI are under direct supervision (or are appropriately authorized to access ePHI in locations where direct supervision is not possible)

· Workforce Clearance Procedures (AIS)

· Determine if procedures are needed to ensure level of access to ePHI is appropriated

· Example: personnel screening process to ensure access only given to extent necessary for job function

· Termination Procedures (AIS)

· Determine if procedures are needed to ensure access to ePHI ends if employee is terminated or does not pass workforce clearance procedure

· Examples: key and password turn in; locking employees out of system after termination of employment

Standard: Information Access Management (i.e., authorization of access to ePHI)

· Isolating Heath Care Clearinghouse Functions (RIS) (only applicable if health care clearinghouse is part of a larger organization)
· Implement procedures to protect the ePHI of the health care clearinghouse from the unauthorized access by the rest of the organization

· Access Authorization (AIS)

· Determine if procedures are needed re. grant of access to ePHI

· Example: ePHI only accessed through a specific workstation, program, transaction or other mechanism

· Access Establishment and Modification (AIS)

· Determine if procedures are needed (based on access authorization policies) re. establishment, documentation, review, and modification a user’s right to access to a workstation, program, etc.

Standard: Security Awareness and Training (i.e., security awareness and training)

· Security Reminders (AIS)

· Address whether and how periodic security updates should be implemented

· Protection From Malicious Software (AIS)

· Address how procedures will be implemented to guard against and detect and report malicious software (e.g., viruses)

· Log-in Monitoring (AIS)

· Address how procedures will be implemented to monitor log-in attempts and to report any discrepancies

· Password Management (AIS)

· Determine appropriate procedures for password creation, change and safeguarding

· Example: policy prohibiting posting passwords on post-it notes on monitors

Standard: Security Incident Procedures (i.e., response to and documentation of security violations)

· Response and Reporting (RIS)

· Identify and respond to suspected or known security incidents

· Mitigate, to the extent practicable, harmful effects of security incidents

· Document security incidents and their outcomes

Standard: Contingency Plan (i.e., protection of ePHI in event of emergency, such as fire)

· Data Backup Plan (RIS)

· Establish procedures to create and maintain retrievable exact copies of ePHI

· Disaster Recovery Plan (RIS)

· Establish procedures to restore any loss of data

· Emergency Mode Operation Plan (RIS)

· Establish procedures to enable continuation of critical business processes for protection of ePHI

· Applies only with respect to those critical business processes that must occur to protect the security of ePHI during and immediately after the crisis situation

· Testing and Revision Procedure (AIS)

· Determine if  procedures are needed to ensure periodic testing and revision of contingency plan 

· Applications and Data Criticality Analysis (AIS)

· Assess relative criticality of specific applications and data in support of other contingency plan components

Standard: Evaluation (i.e., review to ensure continued appropriateness of and compliance with security policies adopted)
· Evaluations (RIS)
· Periodically assess security safeguards to demonstrate and document compliance with security policies and procedures that are adopted

· If changes to organizational operations or security environment occur, assess need for a new evaluation based on changes made

Standard: Business Associate Contracts and Other Arrangements (i.e., agreement by business associate to comply with security rules)

· Written Contract or Other Arrangement (RIS)

· If business associate will create, receive, maintain or transmit ePHI, written agreement must be modified to ensure compliance with security rules

Physical Safeguards

Standard: Facility Access Controls (i.e., procedures to limit physical access to electronic systems and facility(ies) in which they are housed to ensure only properly authorized access is permitted)

· Contingency Operations (AIS)

· Determine if procedures are needed to ensure physical access to electronic systems and the facilities in which they are located is limited (i.e., only properly authorized access is allowed)
· Includes access during disaster recover and emergency mode operations
· Facility Security Plant (AIS)

· Determine if procedures are needed to safeguard the facility and the equipment therein from unauthorized physical access, tampering and theft
· Access Control and Validation Procedures (AIS)

· Determine if procedures need to ensure control and validation of  a person’s access to facilities based upon their role or function (including visitor control and control of access to software programs used for testing and revision)
· Maintenance Records (AIS)

· Determine if procedures are needed to ensure documentation of repairs and modifications to the physical components of a facility which are related to security, such as hardware, walls, doors, and locks

Standard: Workstation Use (i.e., use of workstations in manner that protects ePHI)

· Policies Governing Workstation Use (RIS)

· Implement procedures that specify the proper functions to be performed, the manner in which those functions are to be performed, and the physical attributes of the surroundings of a specific workstation or class of workstations that can access ePHI
· Example: privacy screens added to computer monitors so that they are not viewable at an angle
Standard: Workstation Security (i.e., access to workstations limited to authorized personnel)

· Physical Safeguards (RIS)

· Implement physical safeguards for all workstations (including any laptops and home office computers) that access ePHI to restrict access to authorized users
Standard: Device and Media Controls (i.e., procedures that govern receipt and removal of hardware and electronic media containing ePHI into and out of the facility and the movement of those items within the facility)

· Disposal (RIS)

· Implement procedures to address the final disposal of ePHI and/or the hardware or electronic media on which it is stored
· Media Re-Use (RIS)

· Implement procedures for removal of all ePHI from electronic media before it is made available for re-use
· Accountability (AIS)

· Address whether record of the movements of hardware and electronic media and any person responsible for such movements should be maintained
· Data Backup and Storage (AIS)

· Address whether a retrievable, exact copy, of ePHI should be made before equipment containing ePHI is moved
Technical Safeguards

Standard: Access Controls (i.e., technical procedures for electronic information systems that maintain ePHI to allow access only to those persons or software programs that have been granted access rights under the Information Access Management Standard under Administrative Safeguards)

· Unique User Identification (RIS)

· Assign a unique name and/or number for identifying and tracking user identity
· Emergency Access Procedure (RIS)

· Implement, as needed, procedures of obtaining necessary ePHI in emergency situations
· Automatic Logoff (AIS)

· Address whether to implement electronic procedures that terminate an electronic session after a predetermined time of inactivity
· Encryption and Decryption (AIS)

· Address whether ePHI should be encrypted
Standard: Audit Controls (i.e., create means to assess activities re. ePHI access)

· Mechanisms to Record and Examine Activities (RIS)
· Implement hardware, software and/or procedural mechanisms that record and examine activity in information systems that contain or use ePHI

· Example: document history tracked by software to identify who has accessed the document

Standard: Integrity (i.e., protection of ePHI from improper alteration or destruction)

· Mechanism to Authenticate ePHI (AIS)

· Address whether to implement electronic mechanisms to corroborate that ePHI has not been altered or destroyed in an unauthorized manner
Standard: Person or Entity Authentication (i.e., procedures to ensure person accessing ePHI is who he/she claims to be)

· Authentication of User (RIS)

· Implement procedures to verify that person/entity seeking access to ePHI is who he/she/it claims to be

Standard: Transmission Security (i.e., measures to guard against unauthorized access to ePHI that is being transmitted over an electronic communications network)

· Integrity Controls (AIS)

· Determine security measures needed to ensure that electronically transmitted ePHI is not improperly modified without detection until such ePHI is disposed of
· Encryption (AIS)

· Determine whether encryption of ePHI during transmission is needed to protect security of ePHI

MODEL PRE-EXISTING CONDITION STATEMENT

This plan imposes a preexisting condition exclusion. This means that if you have a medical condition before coming to our plan, you might have to wait a certain period of time before the plan will provide coverage for that condition. This exclusion applies only to conditions for which medical advice, diagnosis, care, or treatment was recommended or received within a six-month period. Generally, this six-month period ends the day before your coverage becomes effective. However, if you were in a waiting period for coverage, the six-month period ends on the day before the waiting period begins. The preexisting condition exclusion does not apply to pregnancy nor to a child who is enrolled in the plan within 30 days after birth, adoption, or placement for adoption.


This exclusion may last up to 12 months (18 months if you are a late enrollee) from your first day of coverage, or, if you were in a waiting period, from the first day of your waiting period. However, you can reduce the length of this exclusion period by the number of days of your prior “creditable coverage.” Most prior health coverage is creditable coverage and can be used to reduce the preexisting condition exclusion if you have not experienced a break in coverage of at least 63 days. To reduce the 12-month (or 18-month) exclusion period by your creditable coverage, you should give us a copy of any certificates of creditable coverage you have. If you do not have a certificate, but you do have prior health coverage, we will help you obtain one from your prior plan or issuer. There are also other ways that you can show you have creditable coverage. Please contact us if you need help demonstrating creditable coverage.


All questions about the preexisting condition exclusion and creditable coverage should be directed to Individual B at Address M or Telephone Number N.

MODEL CERTIFICATE OF GROUP HEALTH PLAN COVERAGE

	1.  
Date of this certificate:  ____________


	7.
For further information, call:________



	2.  
Name of group health plan:  ________


_______________________________


	8. If the individual(s) identified in line 5 has (have) at least 18 months of creditable coverage (disregarding periods of coverage before a 63-day break), check here and skip lines 9 and 10:  _______________



	3. 
Name of participant:

            ______________________________


	9.
Date waiting period or affiliation period (if any) began:  ________________________

	4. 
Identification number of participant: 

            _________________________


	10.
Date coverage began: ______________

	5. 
Name of individuals to whom this certificate applies: 

           ________________________________


	11.
Date coverage ended (or if coverage has not ended, enter “continuing):  _____________

	6. 
Name, address, and telephone number of plan administrator or issuer responsible for providing this certificate:

            ________________________________ ________________________________

            _______________________________


	


[Note:  separate certificates will be furnished if information is not identical for the participant and each beneficiary.]

Statement of HIPAA Portability Rights

IMPORTANT – KEEP THIS CERTIFICATE.  This certificate is evidence of your coverage under this plan. Under a federal law known as HIPAA, you may need evidence of your coverage to reduce a preexisting condition exclusion period under another plan, to help you get special enrollment in another plan, or to get certain types of individual health coverage even if you have health problems. 

Preexisting condition exclusions. Some group health plans restrict coverage for medical conditions present before an individual’s enrollment. These restrictions are known as “preexisting condition exclusions.” A preexisting condition exclusion can apply only to conditions for which medical advice, diagnosis, care, or treatment was recommended or received within the 6 months before your “enrollment date.” Your enrollment date is your first day of coverage under the plan, or, if there is a waiting period, the first day of your waiting period (typically, your first day of work). In addition, a preexisting condition exclusion cannot last for more than 12 months after your enrollment date (18 months if you are a late enrollee). Finally, a preexisting condition exclusion cannot apply to pregnancy and cannot apply to a child who is enrolled in health coverage within 30 days after birth, adoption, or placement for adoption.

If a plan imposes a preexisting condition exclusion, the length of the exclusion must be reduced by the amount of your prior creditable coverage. Most health coverage is creditable coverage, including group health plan coverage, COBRA continuation coverage, coverage under an individual health policy, Medicare, Medicaid, State Children’s Health Insurance Program (SCHIP), and coverage through high-risk pools and the Peace Corps. Not all forms of creditable coverage are required to provide certificates like this one. If you do not receive a certificate for past coverage, talk to your new plan administrator.

You can add up any creditable coverage you have, including the coverage shown on this certificate. However, if at any time you went for 63 days or more without any coverage (called a break in coverage) a plan may not have to count the coverage you had before the break.

Therefore, once your coverage ends, you should try to obtain alternative coverage as soon as possible to avoid a 63-day break. You may use this certificate as evidence of your creditable coverage to reduce the length of any preexisting condition exclusion if you enroll in another plan.

Right to get special enrollment in another plan.  Under HIPAA, if you lose your group health plan coverage, you may be able to get into another group health plan for which you are eligible (such as a spouse’s plan), even if the plan generally does not accept late enrollees, if you request enrollment within 30 days. (Additional special enrollment rights are triggered by marriage, birth, adoption, and placement for adoption.)

Therefore, once your coverage ends, if you are eligible for coverage in another plan (such as a spouse’s plan), you should request special enrollment as soon as possible.

Prohibition against discrimination based on a health factor.  Under HIPAA, a group health plan may not keep you (or your dependents) out of the plan based on anything related to your health. Also, a group health plan may not charge you (or your dependents) more for coverage, based on health, than the amount charged a similarly situated individual.

Right to individual health coverage.  Under HIPAA, if you are an “eligible individual,” you have a right to buy certain individual health policies (or in some states, to buy coverage through a high-risk pool) without a preexisting condition exclusion. To be an eligible individual, you must meet the following requirements:

· You have had coverage for at least 18 months without a break in coverage of 63 days or more;

· Your most recent coverage was under a group health plan (which can be shown by this certificate);

· Your group coverage was not terminated because of fraud or nonpayment of premiums;

· You are not eligible for COBRA continuation coverage or you have exhausted your COBRA benefits (or continuation coverage under a similar state provision); and

· You are not eligible for another group health plan, Medicare, or Medicaid, and do not have any other health insurance coverage.

The right to buy individual coverage is the same whether you are laid off, fired, or quit your job.

Therefore, if you are interested in obtaining individual coverage and you meet the other criteria to be an eligible individual, you should apply for this coverage as soon as possible to avoid losing your eligible individual status due to a 63-day break.

State flexibility.  This certificate describes minimum HIPAA protections under federal law. States may require insurers and HMOs to provide additional protections to individuals in that state.

For more information.  If you have questions about your HIPAA rights, you may contact your state insurance department or the U.S. Department of Labor, Employee Benefits Security Administration (EBSA) toll-free at 1-866-444-3272 (for free HIPAA publications ask for publications concerning changes in health care laws). You may also contact the CMS publication hotline at 1-800-633-4227 (ask for “Protecting Your Health Insurance Coverage”).  These publications and other useful information are also available on the Internet at: http://www.dol.gov/ebsa, the DOL’s interactive web pages – Health Elaws, or http://www.cms.hhs.gov/hipaa1.
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